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PYKOBOOCTBO O TOM, KAK HE CTATb YXEPTBOM MOLUEHHUKOB

MHDOopMaLMa NoMoXeT BaM pacrosHaTh MOLLEHHUYeCKme CXeMbl, 3aLUUTUTb
cebs, a TakxKe obecneynTb 6e30MacCHOCTb CBOMX cCpeacTs.

Mo faHHbIM CHepbaHKa, yuiep6 ot Te1epOHHOro MoLIeHHUYeCTBa B 2024 rony

npeBbicun 295 Munnuapaos py6nei. 3Has MeTonbl MOLUeHHWKOB, Bbl CMOMETe
SAUATUTL cebs M CBOUX 61U3KMX!

1.OCHOBHbIE BU bl MOLLEHHUYECTBA
L1. CXEMbI TEJIEQOHHOIO MOLUEHHUYECTBA:

B «BaHK 2BOHUT»: MOLLEHHUKM MPEACTaBNATCH COTPYAHMKaMKM GaHKa U ropg npennorom
3alluUTbl BalWMX CPEACTB NpocsT HasgaTh CVV-kop (Tpv Unppbl Ha 06paTHOI CTOpOHE
KapTbi), Naposib U3 CMC-COOBLUEHMUS UMY AaHHble A9 BXoOa B OHM1aMH-6aHK.

3anoMHuTe: HacToAWMe COTPYAHNKYN 6THKA HUKOrAd He 3anpawnBaioT "
TaKyw uHpopmaymiio!

P «PopgcTeeHHMK B Geger: Bam 3BOHAT M COOBLLAIOT, YTO Ball BANIKUIEA
(CbiH, fOYb, BHYK) NoMman B OTr, 3apepxXaH nonuvumet n T.0., U CPOYHO
HY>XHbl OeHbIriM. MoleHHWKU 0aBaT Ha SMoLU MK, NpucbinaoT danbluvBble
OOKYMEHTbI (mocTaHoBIeHUE O BO3GYXKOCHNN e/14,IPOTOKOI0B Aonpoca v r.4.).
HemepneHHo nonosxwure Tpy6Ky u caIKUTECH © POACTBEHHUKOM HAMPIMYIO.

D «Bbl BeiMrpanm npus!»: Bam COOBLLAIOT O BbIMIPbILLE LLEHHOro npwsa (asTomMo6usb,
- KBAPTHPA, KPYNHAS CyMMQa AeHer), HO Ong ero rnony4yeHus HeobxoomMmo
OnnaTUTh "[OCTaBKy", "CTPaxoBKy" UM KaKol-Nnu6o Apyron B3HocC.

C BepoaTHocTbIO 100% ¢ BamMu CBA3aNINCb MOLUEHHUKM,

He o6LaiTeCh C HUMU U NONOXUTE TPY6Ky.
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MEAULMHCKOro paboTHMKa BaM MOIyT MO3BOHUTL M, CCbINasiChb Ha 3arnmch Ha Npuem,
NoMpPOCUTb COOBLLUTL HOMEP CTPaXOBOrO NONUCA UMM CHUNC. € nomowybro HoMmepa

Baiwero CHUJIC snoyMeiluneHHUKY MOryT nony4urb 4OCTYN K BALIeMy UKKAYHTY
B cucremMe «locycnyrim».

«3BOHOK U3 NOMMLIMU»: MOLLIEHHUKM NPeACTaBNATCSH COTPYAHUKaMMK
NPaBOOXPaHMTE/IbHbIX OPraHoB - CTapLUMMM cnejoBaTtenaMu, onepynoHOMOYEHHbIMM
W nosHaBaTenamMu. OHKM YTBEPIXKAAIOT, YTO B OTHOLUEH UM Bac MpoBoOMTCS NMPOBepKa
M1 BO3OYKOEHO YroNoBHOe fefo U3-3a aKo6b! MOAO3PUTENbHbLIX MEePeBOOOB C Ballel
KapTbl Ha 3apybexHble cyeTa. [ns y6eauTenbHOCT OHM MOFYT Ha3BaTb KOHKPETHbIM
PaloHHBIM oTAeN Nonnuuy, OTKYAa AKO6bl 3BOHAT. HecMoTpga Ha Cepbe3HOCTb 3aaBerHuin,
3/I0YMBILLNEHHUKN NpeanaraloT «yperynmposaThb BOMPOC» AUCTaHLUMOHHO, Tpebys
MepeBona AeHer, UK NpeaocTaBeHns KoHGUOeHLMaNbHOMN MHbopMaLmn.
fTomHuTe: HacTosLme coTpyaHUKM MonnLUnyY HUKOrgd He peLiqioT nogo6Hsele
BOMpPOCk! 110 Te/1epOHY U He TpebyioT geHer.

«[ipeacraBuUTeNnb cCOTOBOrO oneparTopa»: MoLlWeHHUKH
3BOHAT, NPeACcTaBnaach COTPYAHMKaMM BalLero COTOBOro
onepaTtopa, U coobLUatoT 06 OKOHYaHMMK CpoKa aencrTeus
AOroBOpa Ha NpefocTaBneHMe ycryr cBa3u. OHM NblTaloTe
y6enuTs Bac coobLUMTL Koa U3 cMc-coobLleHuns,
AKO6bI ON18 Toro, YTo6bI npoosinTb gelicTeue
AOrOBOPa, HO Ha caMoM Jene XOTAT MoNYYMUTb
AOCTyN K BalleMy NIMYHOMY KaBUHeTy B cucTeme
«Focycnyr» Unu NnaTedXXHbIM cUCTEMaM.
lMononre Tpy6Ky U cBIIUTECH C COTOBBIM
oreparopom rio opuLMansHOMyY HoMepy TenedoHd.
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D «MNogxniouyeHue AomodoHax»: [Noa BUAOM NpencrasuTeneit YyNpaBngoLwen KoMnaHum
W yCTEHOBLLIMKOB AOMO}OHOB MOLLIEHHUKU CBA3bIBAIOTCH € COBCTBEHHUKAMM KBapTUp
W MPOCAT HasBaTb KOA, U3 CMC-COOBLLEHUS, KOTOPbIN AKO6bI HY>XeH A9 NoaKnryeHua
KBapTMpbl K 4OMOGOHY. Ha camMoM fiene Koa 06bl4yHO MPUXOANT OT cUCTeMbI «FoCyCnyriy
B KOTOPYHO 3M10YMbILUNTEHHUKM MbITAKOTCH NOMNacTb. [ToMoMKuTe TPYGKY U CBSIKUTECH

C ripegcrasnrTeneM YK unm yCTAQHOBLMKOM BALUEIO AOMOGOHA 110 OPULINTNIBHOMY
HOMepy, yTouHHUTe Yy cocenei, 3BOHUIIV JTH UM. .

HUKOIAA HUKOMY HE COOBLUAMTE KOAbI
U3 CMC-COOBLUEHUIA UK OPYTYIO NEPCOHANBHYIO
MHO®OPMALIMIO. EC/TU KTO-TO HAUYMHAET 3AMNPALLUUBAThL
3TY UHOOPMALIUIO, HEMEZJIEHHO NPEPbLIBAWTE PA3roBop,

T

MPU3HAKW OBMAHA MO TEJIEQOHY:

' ® Bac ToponarT, UCNonb3yIoT dpasbl "CpoyHo!”, "ViHaue 3a6noKkupyem Kapty!”,
"Bpemsa orpaHuyeHo",
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® He patoT BaM nonoxKuTb TPYy6Ky, OaBaT Ha Bac, rnepesBaHMBAOT C pa3HbIX HOMEPOB.

@ pocAaT nepeBecTU AeHbrM Ha HEM3BECTHbIM (6e30racHbIf) cHeT Unu coobLLUTb
KOHOUOeHUMaNbHY UHbOPMaLUIO (maponu, kogsi).

® Orckanupyiite QR-koabl, u NOCMOTPUTE POSTNK BAHKAG POCCHM C TUMTUYHBIMM
CXeMAMH MOLUEHHUKOB CChITKA HA ponuk LIE PO:
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1.2. UHTEPHET-MOLUEHHUYECTBO:

DdeliKoBble caiiTbl 6aHKOB, Focycnyr (pUIIMHI): MoLLeHHWKM cO30al0T NoaaenbHbIe
CalTbl U MPUMOXKEHUS, KOTOPbIe BU3YalbHO OUEHb MOXOMM Ha HacTodllMe. TaknuM 06pazom
MOLLUEHHMKN MbITAlOTCH BbIMAHWUTD BaLLM NIOMUHBbI, Maponu U APYryio KOHPUAEHLMAbHYIO
MHPOPMaLMIO, KOTOPYIO Bbl BBOAMTE MPU BXOAE B TUYHbIE KaBMHEeTbl MPUNOYKEHUM

1 calToB. He cKauuBaiTe NPUNOIKEHUs ¢ HernpoBepeHHbIX pecypcos.
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MopnensHbie UHTEPHeT-MarasuHbi: ToBap Ha caiTe npeacTasneH, ueHa
rPVIBNIEKATE NbHANA, HO MOC/Ie ONNaThl Bbl HUYETo He MosyyaeTe. MarasuH ucyesaerT,
, @CBA3ATLCH C HUM HEBO3MOXHO. CoBEpLUANTE MOKYINKM B UHTEPHETE TONBKO Ha

' NPOBepeHHbIX CaliTaX U B NPOBEPEeHHbIX UHTEPHET-MarasuHax
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O6palleHKe OT ML PYKOBOACTEA; Hepes MecceHOKep ¢ BaMuU CBS3blBaeTCa SKOBbI
Ball PyKOBOAUTENb (HAYA/IbHUK, ANPEKTOP, PEKTOP U T.4.). B npodune MoLLEeHHMKa,
Kak npaBuno, ucnonbsyetcd opulnanbHoe $oTo U GUO, YToBbl BbI3BATHL noBepue.
Bac npenynpexpaloT o npeacrosiei MPOBEepPKe CO CTOPOHbI MPOKYPATYPbl, HATOrOBOM
WM APYTUX KOHTPONMPYOLLMX OpraHoB. [anee coobLiaeTcs, YTo C BaMU CBIyKeTes
COTPYAHWK 3TOM Crny»6bl YTOGbI 3a0aTh «BaykKHble BOMpPOChHI»,
Mocne 3Toro o6bIYHO CriefyeT 3BOHOK, B KOTOPOM
MOLUeHHWKW, BbidaBas cebg 3a
npeacraBuUTesnien CUMoBbIX UK
KOHTPOMbHbIX CTRYKTYP, MbiTatoTcy
BbIMaHUTb KOHQUASHUMANbHYO
MHPOPMaLUIO UMM OEHbMN.
BnokupyinTe mxeHvYanbsHUKa

M He OTBe4YalTe Ha He3HaKOMbIe
HoMepa.
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O6MaH Ha Avito/IOne (1 opyrux nnowanKax o6bsisneHMit): OGLIYHO €ro UCTMOMb3YIOT
MPW MOKYTKe Kakou-To BeLW C PYK. 3N0YMbILUTEHHUK HaxoOMUT Ha 3TUX nnatdopmax
06baABNEeHUs O NpodaXke KaKoM-TO Bell, U obpalliaeTcsd K MpoaasLy Nno 3ToMy BOMpocy.
YTo6bl MOCMOTPETb BelLLlb, 3NI0YMBbILUIEHHUK MPOCUT CO3BOHUTBLCH MO BUASOCBA3U, HO

BO BpeMS§ 3BOHKa Yy Hero siKobbl criy4aloTca Kakue-To TeXHUYeckue Henonagku. Ytobsl
0BOMTU UX, OH MNPOCUT cobecefHMKa BKMIOUUTL AEMOHCTPaLIMIO 3KpaHa. B 3To Bpems
MOLUEHHUK MOXXeT, HarnpuMep, NbITaTbCHA 3aMTU B Ball MHTEPHET-6aHK UMM aKKayHT

B cucTteMe «locycnyrm», NoaToMy BaM Ha TernedoH NpuaoéT cMc-coobLLeHWe C KOLOM

ANs BXOOa UK CMeHbl Maporsis, KOTOPbIX 3M10YMbILUMEHHUK XOUYeT YBUOETh U UCTOMb30BaTh.
He BrmiovaiTe AeMOHCTPALIMIO SKPaHa B pasroBopax ¢ He3HaKOMbIMM NIOABMMU.

NMPU3IHAKW OBMAHA B MUHTEPHETE:

Appec canTa 6e3 HTTPS (3auyuiyeHHoro
NMpoTOKO/a). !

KoHTakTHas nHdpopMaLMa TONbKo Yepes E’; i
MecceHmKepbl (Telegram, WhatsApp), =  TE"
OTCyTCTBME TenedoHa u GUsn4ecKoro agpeca. 92 |

CnuiKoM BbirogHas LLleHa, KoTopas -
3HaYUTENIbHO HMXXE PbIHOYHOW (Harnpumep, :
"iPhone 3a 5000 py®6.").

1.3. YIPO3bi YXNU3HW Y 340OPOBbIO

MoLLeHHMKM 3aMnyrnMBaloT XXEPTB Yyrpo3aMu pacrpaBsbl, MPUCBINaoT NMUYHbIE SaHHbIe
doTo AoMa unu paboTbl, co3paloT AUMNMDENKN C «3aXBade€HHbIMM» POACTBEHHMKAMU
‘(Haripumep, 13 30Hbl CBO). Llenb — gaBneHme 1 BbiIMOraTenibCTBO.

Fpynnsl pUCKa: NeHCUoHepbl, CEMbU BOEHHbIX, HECOBepLUeHHoNneTHue. MHoraa
YKepTB 3aCTaBNsaOT YUTU U3 JoMa M 060pBaTb CBA3b C POAHbIMU, YTOBLI cO30aTh
AOMOMHUTENbHbBIW pPblYar AaBreHus.

Ba){HO NOMHUTD, 4YTO 3TO 6ned — Yalle BCEro 3M0yMbILUNEHHWUKN eNCTBYIOT
M3-3a rpaHKLbl U HE MOTYT MPUYMHUTD PEANTIbHOIO Bpeda CBOUM XepTBaM.
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2.KAK BALLUTUTDBCH?
2.1. SALLUATA OT TEJTEDOHHbIX MOLLEHHUKOB:

TRRTT TR

MNMpasuno 1: Hukorga He HasblBalTe
KOObl M3 CMC-COOBLLEHWA, Maponu U Apyryio
KOHMAeHLManbHyo MHbOPMaLMIo Mo TenedoHy.

MpaBuro 2: Mepe3BaHMBaNTe TONbO
Ha oduLManbHble HOMepa 6aHKOB, YKasaHHble
Ha Ballen KapTe Unv oduLManbHOM calTe.

R o

Mpaeusio 3: YcTaHOBUTE NpUioxeHue

ana 6J'IOKI/IpOBKI/I CrnaM-HOMEepPOoB. HarnpumMep
oT dHOgexc

Mpaeuno 4: Mo BO3MOXHOCTU He oTBeyalTe
Ha 3BOHKM C HE3HaKOMbIX HOMEpOoB.

Reoh 70T Dl

2.2. UHTEPHET-BE3OIMNMACHOCTb:

MpaBuno 1: He nepexoaunTe No Mogo3puTeNibHbIM CCbIIKaM, 0COBEHHO MONyYeHHbIM
OT He3HaKOMbIX /TIOAeN UMK B CriaM-paccbiKax.
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Mpasuno 2: BkiounTe AByXdaKTOPHYIO AYTEHTUDUKALIMIO Ha BCEX BaXKHbIX akKayHTax
(6aHKu, coLceTH, MOYTA). 3To 06ECNEeYUT OONONHUTENbHBIMN YPOBEHb 3aLLMThHI.
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lMpasuno 3: MNokynalTe ToBapbl TONMBKO Ha NMPOBEPEeHHbIX MNoWanKax My HaaeXHbIX.
npofaesuos. Obpallaiite BHUMaHWe Ha OT3bIBbI U PernTUHI NnpopasLua. OTcyTcTBME
OT3bIBOB — 3TO MOAO3PUTESTbHbINV MAPKEP.
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4 LLATA, EC/TY BAM 3BOHAT HE3SHAKOMLbI
U HAYUHAIOT HA BAC JABUTb U YTO-TO TPEGOBATD

He naHukyiTe: CoxpaHainTe crioKoMcTBUe, gaxe
€C/11 Bac MblTatoTcy 3anyratb. YTo6bl CripaBuUTbes
CO CTpaxoM MpeacTaBbTe, YTO MOLLUEHHUK FOBOPUT
CMeLUHbIM roJIOCOM UM CUOUT Ha TOM KOHLLE

npoBsoda 6e3 ogexabl. _\‘

Mono)xurte Tpy6KY: He nponomkalnte pasrosop
C MOLUEHHUKaMU, He BorTech MOMOXUTbL TPYBKY,
HWKTO Bac 3a 3TO HE HaKa)KeT.

MepesBoHUTe B 6aHK: Y6eauTech, YTo BCe B NopsaaKe

C BalMM 6aHKOBCKUM CYETOM, UCMOMb3ys obULManbHbIiA
HOMep 6aHKa, a Nyylle NpuanTe B oTAeNeHUe AUYHO.

MpoBepbTe onepaumm B NpunoXeHun: ECnum Bbl BCe 3Ke
COOBLUMIN KaKylo-TO MHDOPMaLMIO, MPOBEpPbTe UCTOPUIO
ornepaumi B MOGUNbHOM NPUNONKEHMM BaHKa U coobLMTe
O Npobrieme B 6aHK Mo opuLMaNbEHOMY HOMEDY.
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YTO AEJIATb, ECJIU BAC OBMAHY/IU?
CPOYHbIE JEUCTBUS:

HemepnneHHo rnosBoHuTe B 6aHK U 3a6110KUPYIiTe KapTy,
YTo6bl MPeaoTBPaTUTL JaNbHelLee cNncaHne CPeacTs.

F*' OTckaHupyinTe QR-kog,
a5t YTOBbI y3HaTh, KaK BbICTPO
% 3abnokunpoBaTb KapTy

CoobwuTe B 6aHK O MOLUEHHUYECKOI onepaLuum.

B HeKOTOpbIX cry4yasx 6aHK MOXeT BEPHYTb YKpaAeHHble
OeHbru (Mpouenypa Yapmx63K).

MopakTe 3aaBIeHMe B NOMULMIO. DTO MOXKHO caefiaTh OHNaMH.

OTckaHupyinTe QR-Kog,
4TOObI MOAAaTh 3asIBfleHMe
= B MBJl oHnamH
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FNaBHoe nNpaBwui10: He cnewuTe! MoLEeHHUKM UrpatoT Ha BaLLMX
aMoUUax (CTpax, »XagHocThk, JoBepuMe). Bceraa nposepsamnTte
‘MHPOpMaLUIO, NpeXae YeM coBeplLLaTbh Kakme-nmbo aencrtems.

OTckaHupyunTe QR-Koz,
4TO6bI MPOBEPUTH CBOKO MPAMOTHOCTE
B BOMpocax MOLLUeHHMYeCcTBA

TEJNNE®OHDbI NMOOOEPXKMU:

.. MaBHOe ynpaBrneHne MUHUCTEPCTBA BHYTPEHHMX
@ nen Poccuu no Ceepanosckoi o6nacti — (343) 358-71-61,
Ve, (343) 358-70-71 (TennepoH noBepus)

YnpaeneHue OepepanbHOM criy>6bi
6esonacHocTu Poccum no CeepasfioBCKom o61acTu
(343) 371-37-51 (tene¢oH gosepus)

CAUTDbI:

LB P® - cnmcok HeneranbHbIX KOMMaHWUM

Tipakee

Ciadk
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